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Abstract. Most biometric authentication algorithms make use of a similarity
score that defines how similar two templates are according to a threshold and the
accuracy of the results are expressed in terms of a False Reject Rate (FRR) or
False Accept Rate (FAR) that is estimated using the training data set. A confi-
dence interval is assigned to any claim of accuracy with 90% being commonly
assumed for biometric-based authentication systems. However, these confidence
intervals may not be as accurate as is presumed. In this paper, we report the re-
sults of experiments measuring the performance of the widely-used subset
bootstrap approach to estimating the confidence interval of FAR. We find that
the coverage of the FAR confidence intervals estimated by the subset bootstrap
approach is reduced by the dependence between two similarities when they come
from two individual pairs shared with a common individual. This is because
subset bootstrap requires the independence of different subsets. To deal with this,
we present a second-level partition to the similarity score set between different
individuals, producing what we call a subset false accept rate (SFAR) bootstrap
estimation. The experimental results show that the proposed procedures greatly
increase the coverage of the FAR confidence intervals.
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1 Introduction

A biometric authentication system verifies the identity of an individual by using bio-
metric features such as palmprints, fingerprints, the face, or iris. Systems do this by
matching template samples of an individual’s features and accepting or rejecting them.
Most biometric authentication algorithms make use of a similarity score that defines
how similar two templates are. The score makes use of a threshold but the setting of that
threshold still allows systems to erroneously either accept or reject a particular match.
The accuracy of a biometric authentication system, expressed in terms of these two
error rates, the False Reject Rate (FRR) and False Accept Rate (FAR) [1][2][4][5][7], is
estimated using the training data set and a confidence interval is assigned to any claim
of accuracy with a confidence interval of 90% being commonly assumed for biomet-
ric-based authentication systems. We use the statistics coverage to evaluate how much
real-world FRR/FAR can be cover with the estimated FRR/FAR confidence intervals.
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Most methods for estimating error rate confidence intervals are either parametric or
non-parametric. The parametric methods are based on the probability distribution of the
similarity score between two patterns. Various such methods [1][10][11][12][13] as-
sume the score distributions conform to an i.i.d. Gaussian distribution but in practical
applications the distribution of the score is often unknown. In contrast, non-parametric
methods do not require knowledge of distribution of the similarity score. The most
widely used of the non-parametric methods is bootstrap, which has been shown to be
robust when handling unknown similarity score distributions [6]. A thorough descrip-
tion of bootstrap methods can be found in [3]. Bolle et al. [6][8] applied bootstrap to
estimating FRR and FAR confidence intervals and found it superior to the parametric
methods. The bootstrap method still requires the i.i.d. score distribution while the
dependence between similarities which come from a same pair of individual will lead to
the unconformity of i.i.d.. Subset bootstrap [9] partition the dataset into subset by the
individual pairs so that it can handle this kind of dependency between similarities
scores of the same individual pairs. Two-level bootstrap [14] improved on subset
bootstrap in that it allowed faster convergence. However, there is another kind of de-
pendence between two similarities when they come from two individual pairs which
share a common individual. For example we have A,B,C three persons. The similarity
between A, B and the similarity between A,C are dependent because (A,B) and (A,C)
share the common person A. This kind of dependence can not be avoided by both of the
subset bootstrap approach and the two-level bootstrap. This reduces the coverage of
FAR confidence interval, for the subset bootstrap required the independence of dif-
ferent subsets as we know in [9].

In this work, we first give brief introduction to the subset bootstrap method We then
propose a second-level partition to the individual pairs which separate the dependent
individual pairs. This then allows us to estimate the FAR confidence intervals using
what we refer to as Subset FAR (SFAR). Finally, we compared the proposed methods
against subset bootstrap, using Recognition Algorithm Testing Engine (RATE) [15],
which is an online testing system for the biometric algorithms, and found that the
proposed procedures greatly increase the coverage of the FAR confidence intervals.

The rest of this paper is organized as follows: Section 2 formulates the problem of
establishing a suitable confidence interval of the FAR and provides a formulation for
the problem of subset bootstrap estimation [6]. Section 3 presents a second-level par-
tition to the individual pairs and proposes the use of Subset FAR (SFAR) to estimate
the FAR confidence intervals. Section 4 provides the experimental results of
second-level partition and SFAR approach for FAR confidence interval estimation.
Section 5 offers our Conclusion.

2 Subset Bootstrap Estimation

2.1 Preliminaries

Most biometric authentication algorithms define a similarity score s which is used in
deciding how similar two templates are. A threshold t is specified to decide the rejection
and acceptance which will cause the False Reject Rate (FRR) and False Accept Rate
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(FAR). FRR and FAR are expressions of statistical random variables for each threshold t.
Real-world applications use the training data set to estimate these random variables and
thereby describe the accuracy of the biometric authentication system. As 100% accuracy
of the FRR and FAR is impossible, claims of accuracy are set within a (1-a)100% con-
fidence interval. The (1-a)100% confidence level FRR confidence interval [FRR,(t),
FRRy(1)] and FAR confidence interval [FAR, (t), FARy(t)] are defined as follows:

P(FRR,(t)<FRR(t)<FRR(t))>1-a (1)

P(FAR,(t)<FAR(t)<FARy(t))>1-a 2)

o is the probability that the real-world FRR/FAR are outside the estimated interval.

2.2 Subset Bootstrap Estimation

Subset bootstrap estimation [9] can be formulated as follows.
Suppose we have N individuals and we acquire d sample templates from each indi-
vidual, giving Nd templates. These generate Nd(d—1)/2 self-similar match scores (a

comparison of an individual’s own templates) and N(N —1)d?/2 mismatch scores

between the templates of different individuals.
We denotes the collection of mismatch scores between different individuals by S and
partition S into N(N-1)/2 subset according to different individual index pairs. That is

S=S[1]uS[2]u...uS[M], M = N(N-1)/2 3)

The Subset Bootstrap estimation of the FAR confidence interval in is described as
following steps:

Stepl) Divide the mismatch scores set S into M subset S[i], i=1,2,...,M according
different individual index pairs so that M=N(N-1)/2

Step2) Do B times (k=1 to B):

i) Generate random integer array I;,T,,...,I), with replacement from {1,2,...,M}

M

ii) Generate the bootstrap resample set S, = Us[ri]
i=1

iii) Calculate the FAR, (t) using the equations:

1

seSy

iv) Sort the B bootstrap estimates FAR, (t) k=1,2,...,B by
FAR| (1) <FAR,(t) <...<FAR(t)

Step 3) Eliminate the bottom o/2 and the top o/2 of the B bootstrap estimations. The
margin of the leftover estimations gives the (1-a)100% confidence intervals. That is

[FARF(Q/Z)B] (t), FARE([—&/Z)BJ (t)]
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3 Second-Level Partition and SFAR Estimation

The subset bootstrap FAR confidence interval estimation partition the mismatch score
set to N(N-1)/2 subsets and assuming they are independent. However, if we denote that
S[i,j] is the similarity score set of two different individual i,j. for three different indi-
viduals i, j, k, we cannot assume S[i,j] and S[j,k] are independent because they have a
common individual j.

In this section we will present a second-level partition to S so that we can handle the
second-level subsets separately to avoid the dependence.

Suppose m is a integer which can divide N(N-1)/2 exactly , K=N(N-1)/2m.

The second-level partition is as follows:

S® =S[iY, jiVTU S, jiTu.L STy, ] )

K
s=Js" (6)

Here, k=1,2,...,K.
For each k=1,2,..., K, if the index i 1 ,_]ik) 1(2k),1(2k), L1 (k) _]( )are exactly 2m dif-

ferent integers, we call the partition (6) an independent partltlon. We indicate Subset
False Accept Rate(SFAR) for each subset St

SFAR™(t)=P(s >tlse S™) (7

Notice that

K
FAR(t)=P(s>tlseS )=) P(S>tlse S¥)P(se S¥ IseS) Thus,

k=l
c ®)

Then, we can estimate the FAR confidence interval by the K SFAR confidence in-
tervals.

For each k=1,2,..., K, the subset bootstrap estimation in Section 2 can work inde-
pendently according to the partition (3). Thus, we have K SFAR bootstrap 90% con-
fidence intervals: [SFAR™q(t),SFAR®, (1)], k=1,2,....K

Let

K
FAR,(t)= %ZSFAR“‘G (t) 9)

k=1
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K
FAR, (1) = %ZSFAR“‘)U (t) (10)
k=1

Then [FAR(t),FAR(t)] is the 90% confidence interval of FAR(t).

The steps of the second-level partition and SFAR estimation can be illustrated in
Fig. 1.
When implementing the second-level partition (6), the immediate question is how to

partition it independently such that:i{* il . i% % are 2m different inte-

gers. One way is to use the following partition:

1. if N is an odd number: S® = Us[i, j]. m=(N-1)12
i+j=k—1(mod N)
I<i<j<N
2. if N is an even number: S® = US[i’j] U US[j,N] , m=N/2
i+j=k(mod N-1) 2i=k(mod N-1)
I<i<j<N I<i<N

With this method, we can avoid the dependence between two similarities when they
come from two individual pairs which share a common individual. The coverage is
higher than 90% when the training data size is above 100, as shown in Section 4.

Training Data

N Second-level Partition

Subset, Subset, |  ...... Subset,,
! l l
| Subset Bootstrap l | Subset Bootstrap l | Subset Bootstrap l

l

[SFAR(,, SFAR™ ] | | [SFAR®,, SFAR®) ] [SFAR®),, SFARK) |

[FAR,, FAR ]

Fig. 1. Steps of the second-level partition and SFAR estimation
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4 Experimental Results

Recognition Algorithm Testing Engine (RATE) [15] is an online performance evalua-
tion system for pattern recognition algorithms. It was developed by the Al-lab of
Peking University [16] and offers three different palmprint databases DATALI,
DATA2, DATA3, allowing the users to submit their biometric algorithm and see the
testing results. DATA1 were acquired from the Al-lab [16] and DATA2 and DATA3
were acquired from Biometric Centre of the Hong Kong Polytechnic University [17].
Images of the palmprint in these databases, which are the central parts extracted from
the original images, are 128x128 and 200dpi. Table 1 shows the number of individuals
and templates in the databases.

Table 1. Number of individuals and templates in the databases

DATAO DATAI1 DATA2
N 51 213 261
d 15 4 10

N denotes the number of individuals
d denotes the number of templates for each individual

We submit 4 different palmprint recognition algorithms “fft”, ”surface”, "texture”
and “wavelet” developed by Li [18][19][20]. We choose the 40% sample size from
the dataset as a training set to estimate the confidence interval. It is repeated 100
times. To calculate the coverage, we use the method described in Section 2, choosing
80% sample size as a testing set and including the training set. Tables 2 shows the
coverage of the FAR confidence interval using the subset bootstrap method described
in Section 2.

Table 2. Coverage of the FAR confidence interval using the subset bootstrap

DATAI DATA2 DATA3
fft 69% 18% 7%
surface 48% 11% 6%
texture 24% 51% 1%
wavelet 49% 21% 15%

We can see the coverage decreases while the sample size increases. This is probably
because the dependence between two similarities when they come from two individual
pairs which share a common individual increasing along with the sample size.

Tables 3 shows the results for FAR confidence interval estimated when using sec-
ond-level partition and SFAR estimation, as described in Section 3.

The coverage of the FAR confidence interval estimated using SFAR bootstrap is
much higher than when using subset bootstrap. The coverage was more than 90% on
DATA3, which has a training set larger than 100.
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Table 3. Coverage of the FAR confidence interval using second-level partition and SFAR

estimation
DATAI DATA2 DATA3
fft 21% 60% 99%
surface 100% 77% 92%
texture 92% 99% 100%
wavelet 84% 96% 90%

5 Conclusion

In this paper, we introduced a second-level partition to the mismatch similarity score
set and present a SFAR bootstrap confidence interval estimation that allows us to avoid
dependence between two similarities when they come from two individual pairs which
shared a common individual. Experimental results show that applying the second-level
partition greatly improves the coverage of confidence intervals when compared with
conventional subset bootstrap estimation.

In fact, our approach takes the FAR as the average of SFARs. But it is doubtful that
the average of the SFARs confidence interval will automatically generate the confi-
dence interval of FAR. An issue for future work is to demonstrate the average of the
SFAR confidence intervals will generate the FAR confidence interval.

The experiment in this paper is based on palmprint database and with small sample
size. Thus another future work is to extend this work to other biometric databases and
larger sample sizes.
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