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ABSTRACT
Nowadays, photographic-copying technique is very popular
along with the rapid development of the image-capturing
device, especially digital camera. As a result, the recap-
tured images, i.e., images taken from real-scene images dis-
played on various medium, e.g., LCD screen, are used in
illegal cases now and then.In this paper, by comparing the
recaptured images with their corresponding real-scene im-
ages, we find the recapturing procedure changes the statis-
tics of the images. Then the Markov process based fea-
tures extracted from the Discrete Cosine Transform(DCT)
coefficients array are proposed to characterize this changes.
During experimentation, a large and typical image dataset,
which consisted of 3994 real-scene images and 3994 recap-
tured images that are taken from printed pictures with diver-
sified image contents and camera models, is build and used
for training and testing the classifier Support Vector Ma-
chine(SVM). Experimental results show that the proposed
forensics scheme performs very well and outperforms the
state-of-art methods.

Categories and Subject Descriptors
I.4 [Image Processing]: Miscellaneous

General Terms
Security, Algorithms

Keywords
Digital image forensics, photographic copying, Markov pro-
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1. INTRODUCTION
Image-displaying technology has greatly developed over

the past few decades, thus we can see high-quality images
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displayed on LCD screen, poster and printing paper every-
where. If we use the image capturing device to recapture
those displayed images, we will get the copies of those im-
ages. This process, called photographic copying, can be
modeled as Fig.1. Photographic copying is a special case
of creating images, i.e., both the input and output of image
capturing device are images. The recaptured images have
the same content with the corresponding real-scene images,
but the image capturing device are different, and the infor-
mation recorded in the header of the image are ”renewed”.
What’s worse, the displayed images may be tampered. As
the results of photographic copying, the tampering traces
which can be used to identify tampering by current forensics
methods were automatically wiped. There was a real exam-
ple in our daily life [1]. In 2007, a Chinese farmer claimed
to have taken 71 photographs of the almost extinct South
China tiger, and then this news aroused a large-scale con-
troversy about the authenticity of those images. However,
after the government’s investigation, this farmer confessed
his guilt that his photos of tiger were recaptured from a life-
size-poster. Another threat brought by recaptured images is
rebroadcast attack. Nowadays, face recognition technologies
are widely used on consumer electronics. However, an article
from CNET [2] demonstrated that current face recognition
systems deployed in the market for consumers are extremely
vulnerable to playback attacks. What’s important, identi-
fying images obtained by photographic copying make senses
in the area of image source forensics.

Some researches have been presented for identifying re-
captured images in the literature. The research of Yu et
al.[3] and Gao et al.[4] both focus on identifying recaptured
images obtained by photographing the print-out of the im-
age on a paper. Yu et al.[3] found that the recaptured im-
ages and their original images are different in the distribu-
tion of the gradient of specular ratio image. This find was
also explored in [5] to solve the playback attacks in face
recognition system. Gao et al.[4] used a set of physics-based
features, which exploited the contextual information on re-
maining on a recaptured image and the unique properties
of the recaptured image rendering process, to differentiate
the recaptured images from the real-scene images. Cao et
al.[6] studied the detection of finely recaptured photos on
common LCD screen. The features used in their research
included texture features, loss-of-detail features and color
features. In [7], two sets of features based on the noise
and the traces of double JPEG compression are proposed
to identify recaptured images taken from LCD screen.

In this paper, the photographic copying considered is that

1113Area Chair: Scott Craver 



Figure 1: What is photographic copying.

digital camera recapture printed pictures. Markov process
based features are proposed to classify real-scene images and
recaptured images taken from printed pictures. The experi-
ments conducted on a generalized image database show that
the proposed features perform very well for detecting recap-
tured images taken from printed pictures and outperform
the state-art methods. The rest of this paper is organized as
follows. In Section 2, the proposed markov based features
was described. In Section 3, the experimental results and
discussions are presented. In Section 4, we draw a conclu-
sion for this paper and make a plan for the future research.

2. THE PROPOSED FEATURES
In photographic copying, an image is firstly printed on

glossy inkjet photo paper, thus the dithering that results
from printing disturbs the natural statistic of images to some
extent. By comparing recaptured images with their corre-
sponding real-scene images, we find the differences between
them. Firstly, the details of recaptured images are more
blurry, which indicates that the correlations among the pix-
els in recaptured images are more weak. Secondly, the color
of recaptured images and their corresponding real-scene im-
ages are a little different. This difference may relate to the
technique of printing and the environment of photographic
copying. Motivated by the above observation, we expect
that some natural image statistic models can be used to sep-
arate recaptured images from real-scene images. The nat-
ural image statistic features used in this paper are Markov
transition probabilities extracted from the DCT coefficients
array of the test image. The Markov based features are
firstly proposed in [8] as an approach to effective attacking
JPEG steganography. The details of feature generation will
be described in the following section.

2.1 The DCT Coefficients
The format of the images in our database is JPEG, which

is widely used by the memory system of digital cameras.
For a JPEG image, the JPEG coefficients(i.e., the quan-
tized DCT coefficients) are considered. The procedure of
photographic copying changes the statistics of images, i.e.,
the correlation among elements. The JPEG coefficients can
reflect this change. A JPEG color image has three compo-
nents, i.e.,Y, Cb and Cr. We only consider the coefficients
in Y component for the following two reasons. Firstly, as
Cb and Cr have been downsampled during JPEG compres-
sion, some information have been lost. Secondly, if all the
components are considered, computational complexity will
be extremely high.

As mentioned earlier, we find that the color of recaptured
images are different with the real-scene images. Besides the
Y CbCr color model, RGB color model is also widely used to
represent color images. Actually, when an image is JPEG

compressed inside the digital camera, the image is firstly
converted to Y CbCr color model from RGB color model. So
we also consider the DCT coefficients in RGB color model.
In order to reduce computational complexity, we only con-
sider the R component. We get the DCT coefficients of R
component by the following three simple steps:(1)Convert
the JPEG color image to RGB color model; (2)Apply 8×8
block discrete cosine transform to the R component to ob-
tain the DCT coefficients; (3)Round each coefficient to the
nearest integer to obtain the DCT coefficients array.

In summary, the DCT coefficients considered in this pa-
per include the quantized DCT coefficients of the image in Y
component and the DCT coefficients array obtained by ap-
plying block discrete cosine transform to the R component of
the image(i.e.,the DCT coefficients in R component). Fur-
ther discussion about which kind of DCT coefficients array
is more useful will be made in Section 3.

2.2 Feature Generation

2.2.1 Difference DCT Coefficients Array
In order to reduce the effect caused by the diversity of im-

ages content, we introduce the difference DCT coefficients
array, i.e., the difference between an elements and its neigh-
bor elements in an DCT coefficients array. We denote the
absolute value of the DCT coefficients arrays by F (u, v)(u ∈
[0, Du−1], v ∈ [0, Dv−1]), where Du×Dv is the size of image.
The difference DCT coefficients arrays, i.e., Fh(u, v),Fv(u, v),
Fd(u, v), Fmd(u, v), are computed as the following formulas:

Fh(u, v) = F (u, v) − F (u + 1, v) (1)

Fv(u, v) = F (u, v) − F (u, v + 1) (2)

Fd(u, v) = F (u, v) − F (u + 1, v + 1) (3)

Fmd(u, v) = F (u + 1, v) − F (u, v + 1) (4)

where u ∈ [0, Du − 2], v ∈ [0, Dv − 2]) and Fh(u, v),Fv(u, v),
Fd(u, v),Fmd(u, v) denote difference DCT coefficients array
in the horizontal, vertical, main diagonal and minor diagonal
direction, respectively.

2.2.2 Transition Probability Matrix
In order to capture the changes resulting from the pho-

tographic copying, the difference DCT coefficients array is
modeled as a Markov random process and the one-step tran-
sition probability matrix (TPM) is computed to characterize
this Markov process[9]. With the purpose of reducing com-
putational complexity, we resort to a thresholding technique
as given in the following formula (5):

F T
h (u, v) =

⎧⎪⎨
⎪⎩

T, if Fh(u, v) > T .

Fh(u, v), if ‖Fh(u, v)‖ ≤ T .

−T, if Fh(u, v) < −T .

(5)

where T is the threshold value. The above formula means
that the element which is lager than T will be represented by
T , and the element which is smaller than −T will be repre-
sented by −T . The same thresholding technique is also con-
ducted on the other three difference DCT coefficients array.
Therefore, we obtain four new difference DCT coefficients
arrays, i.e., F T

h (u, v), F T
v (u, v),F T

d (u, v) and F T
md(u, v). The

one-step transition probability matrix associated with the
horizontal difference DCT coefficients array is given in Eq.(6):
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where m = n = 2T + 1, and the elements of this TPM are
computed as Eq.(7):

ph
ij = p(F T

h (u + 1, v) = j − T − 1 | F T
h (u, v) = i − T − 1) =

Dv−2∑
v=0

Du−2∑
u=0

δ(F T
h (u, v) = i − T − 1, F T

h (u + 1, v) = j − T − 1)

Dv−2∑
v=0

Du−2∑
u=0

δ(F T
h (u, v) = i − T − 1)

(7)

where i ∈ {1, 2, · · · , 2T + 1}, j ∈ {1, 2, · · · , 2T + 1}, and

δ(A) =

{
1, if A is true.

0, otherwise.
(8)

The one-step TPMs associated with vertical, main di-
agonal and minor diagonal difference DCT coefficients ar-
ray can be computed in the similar way. Thus we obtain
(2T + 1) × (2T + 1) elements for each of these four TPMs.
All of these elements are used as our proposed features. The
discussion on the selection of threshold T will be presented
in the section 3.

3. EXPERIMENTS AND RESULTS
The classifier used in our experiments is support vector

machine (SVM) with RBF (radial basis function) kernel.
The Matlab codes of SVM can be downloaded from [10].
For each experiment, 5/6 of the recaptured images (posi-
tive set) and 5/6 of real-scene images (negative set) are ran-
domly chosen to train the SVM classifier, and the remain-
ing 1/6 of recaptured images and 1/6 of real-scene images
are used for testing the trained classifier. The classification
results, which are averaged over 20 times for random cross-
validation, are presented in each experiments. In each table,
TP (true positive) represents the detection rate of recap-
tured images, TN (true negative) represents the detection
rate of real-scene images, and the accuracy is the arithmetic
average of TP and TN.

3.1 Experiments on the Generalized Database
In order to test the effectiveness of the proposed features,

we set up an generalized database comprised of 3994 recap-
tured images taken from printed pictures and 3994 real-scene
images. The printed pictures used in the photographic copy-
ing include 348 pictures printed on 4R glossy photo papers
and 261 pictures on magazines. These two kinds of pictures
are most common in our daily life. 7 different digital cameras
are used in the photographic copying and some poor recap-
tured images are rejected. The real-scene images are also
taken by 7 different cameras. Among these 3994 real-scene
images, 348 images are the original images of the printed pic-
tures and the rest are collected by our team members. All of
the images in this generalized database are saved in JPEG
format and their resolutions are greater than 2200 × 1700.

When we extract the Markov-based features from the DCT
coefficients in Y components, the experimental results with
different threshold T are shown in Table 1. When we ex-
tract the Markov-based features from the DCT coefficients

Table 1: Experimental results using DCT coeffi-
cients from Y component with different T.

Threshold(dimension) TP(%) TN(%) Accuracy(%)
T=2(100) 98.43 98.45 98.44
T=3(196) 98.63 98.80 98.73
T=4(324) 98.66 98.95 98.81

Table 2: Experimental results using DCT coeffi-
cients from R component with different T.

Threshold(dimension) TP(%) TN(%) Accuracy(%)
T=2(100) 99.27 98.99 99.13
T=3(196) 99.37 99.28 99.32
T=4(324) 99.30 99.36 99.33

in R components, the experimental results are shown in Ta-
ble 2. By comparing the results in Table 1 and Table 2,
we find that the Markov-based features extracted from the
DCT coefficients in R component perform better than the
markov based features extracted from the DCT coefficients
in Y component.

On the other hand, both in the Table 1 and Table 2,
we provide the performance of Markov-based features with
three different T’s, i.e., T = 2, 3 and 4, respectively. From
these two table, we can notice that the performance of T = 3
is comparable with the performance of T = 4. However,
when T becomes much larger, the computational cost and
the feature dimension increase sharply. To make a compro-
mise between computational complexity and classification
accuracy, we conclude that the Markov based features ex-
tracted from the DCT coefficients in R components with
threshold T = 3 is the best choice for classify the real-scene
images and recaptured images taken from printed pictures.

Other methods are also conducted on this generalized
database. Table 3 shows the performance of other methods
presented in literature and our proposed features extracted
from the DCT coefficients in R component with threshold
T = 3. The corresponding receiver operating characteristic
(ROC) curves are given in Fig.2. Multi-scale Wavelet Statis-
tics (MSWS) and Local Binary Pattern(LBP) were proposed
in [6]. LBP was firstly presented by [11] to classify texture.
Mode-based First Digit Features were firstly proposed in [12]
and Yin et al. used these features to detect recaptured im-
ages taken from LCD screen in [7]. These three features are
claimed to perform very well in classifying real-scene images
and recaptured images. From the results in Table 3, we can
notice that our Markov-based features extracted from the
DCT coefficients array in R component with T = 3 outper-
form these state-of-art methods.

3.2 Experiments on a Specialized Database
As describe in section 3.1, in the process of establishing

the generalized image database, the cameras used for pho-
tographic copying are not the same as the camera which
take the real-scene images and the content of recaptured
images are not the same with the content of real-scene im-
ages. The reason why we adopt this experimental setup is
as following. In the reality, people always only have the
printed pictures, such as the pictures printed on magazine,
therefore people can not know the camera model and have
the original real-scene images corresponding to the printed
pictures. Although these setups meet the reality, the classifi-
cation results of our proposed features may be doubted that
the features works on identifying source cameras or classify-
ing the content of images.

In order to remove this doubt, we establish another spe-
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Table 3: Experimental performance comparison for
the proposed method.

Features(dimension) TP(%) TN(%) Accuracy(%)
MSWS(54) 96.04 96.16 96.10
LBP(80) 97.20 97.36 97.28
MBFDF(180) 96.57 98.15 97.36
The proposed(T=3)(196) 99.37 99.28 99.32

Table 4: Experimental results conducted on the spe-
cialized database.

Features(dimension) TP(%) TN(%) Accuracy(%)
MSWS(54) 97.45 96.0 97.03
LBP(80) 95.70 97.15 96.43
MBFDF(180) 93.90 92.35 93.13
The proposed(T=3)(196) 97.75 96.60 97.18
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Figure 2: The ROC curves

cialized image database. We firstly use two cameras to take
600 real-scene images(300 images for each camera). Then
we develop these images, consequently we get 600 printed
pictures. At last, by using the same cameras to recapture
these printed pictures, we obtain 600 recaptured images. For
this new image database, the recaptured images have the
same content with the real-scene images and the recaptur-
ing devices are the same cameras as original. The proposed
features extracted from the DCT coefficients in R compo-
nent with T = 3 are conducted on this image database and
the classification results are shown in Table 4. The perfor-
mance of other methods mentioned in Section 3.1 are also
presented in Table 4. From Table 4, we can notice that the
accuracy of these methods decline a little bit. This decline
may caused by the flowing two reasons. Firstly, the printed
pictures on magazines are poorer than the pictures printed
on 4R glossy photo papers. Therefore, the quality of the re-
captured images in this specialized image database may be
higher than the recaptured images in the generalized image
database. Secondly, there are less images used for train-
ing the classifier when all the methods are conducted on the
specialized image database. Consequently, the classifier may
perform worse. However, the performance of our proposed
features is still better than others, which indicates that our
proposed methods are independent of image contents and
camera models.

4. CONCLUSIONS AND FUTURE WORK
In this work, we focus on detecting recaptured images

taken from printed pictures. Based on our observation and
analysis, the Markov based features are proposed to sepa-
rate recaptured images from real-scene images. The Markov
based features are extracted from the DCT coefficients. Two
kinds of DCT coefficients, i.e., the quantized DCT coeffi-

cients in Y component and the DCT coefficients obtained
by applying 8 × 8 block discrete cosine transform to the R
component(the DCT coefficients in R component), and dif-
ferent threshold T are considered. Experiments conducted
on a generalized image database including 3994 real-scene
images and 3994 recaptured images taken from printed pic-
tures show that using the DCT coefficients in R component
with threshold T = 3 is the best choice. Comparison results
show the proposed features work excellently in separating
recaptured images from real-scene images and outperform
the state-of-art methods.

In thefuture, we will further consider other kinds of pho-
tographic copying introduced in Fig.1. As different kinds
of photographic copying may results in similar disturbance
on the statistics of the images, we will extend our proposed
methods to detect other kinds of photographic copying.
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