
Abstract:  Privacy has recently arisen as a key issue. Recent advances in user and application 

monitoring as long as the emergence of high-end facilities for processing large amount of data have 

indeed allowed service providers or even third parties to collect, aggregate, and analyze extensive user 

information so as to construct extremely precise user profiles. Such user profiles are very valuable for 

personalizing services and make them both user-centric and pervasive. However they also create 

important threats in terms of privacy leakage. In this tutorial, we will review profiling techniques, 

legal issues related to privacy, privacy preservation methodologies and techniques, and, finally, 

approaches and tools to enforce user awareness and empowerment. 
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